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ABSTRACT

A computer
make copies of ilsel/

environment.

virus is a piece of self-replicating code, that is code which can

in such a way as to infect parts of operating svstem or

In this study a new virus has been created “947 " virus, whicl is a menior -

resident parasitic. It is capable of infecting COM ond EXE files and adds 947

bytes to the length of infected files .The Scanning & Cleaning programs has been

created also.
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INTRODUCTION

Computer viruses can be divided into
five different types: bootstrap sector virus: s
(or sector viruses), parasitic viruses, muii-
paratite viruses, companion viruses and hnk
These

account the different ways in which the virus

viruses, classifications take ino

—————— e ————

can infect differcnt parts of the system. The
manner in which each of these types operates
has one thing in common: any virus hos to be
executed in order to operaie. Fach class, in
effect, is simply a different way of ensuring

that the virus code is executed.(1.2).
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Parasitic viruses
The large numbers of viruses aiz

which

stored on the memory of computer. They

parasitic infect executable files
generally leave the contents of the host
program relatively unchanged. But append
their code

execution flow so that the virug code is

to the host, and change

executed first. Once the virus code has
finished its task control is passed to the
original program which, in most cascs,
executes normally. The extra execution
time added by the virus is usually not
perceptible, and the virus remains hidden
to the user.

As parasitic viruses infect executeble filcs
they can spread through any medic such as
Network & floppy disk which can be used
Program

Uninfected program

(Fig.1) Program infection wit's a parasitic virus

46

to store files, such as disks. infection
usually spreads when an infected files is
executed.

Parasitic viruses need to be able to
distinguish between uninfected files and
these, which are already infected. If the
virus does not have this capability, it will
repeatedly reinfect programs until they
become either too large to fit on disk or in
memory, Methods of marking infected
include examing the first instruction of the
program code or looking for a special
infect marker which the virus uses to
designate infected files (fig.1) . One
common marker is the second field of the
files date/time stamp set to 62. This is not
hy the user (as the DIR

command only shows hours and minutes)

noticeable

but allows the virus to prevent multiple

infections in the same file.(3.4)
Instalation

When an infected program is run
the virus will checks system memory to see
whether the virus is already resident by
using INT 21h functions 62h get program
segments prefix (PSP), by calls INT 21h
with value of 62h in AX register if the
virus is resident the call routine retums a
value of D500 in CX register and
processing is passed to the host code, if not
resident it alter the memory size by
decreasing its value by the volue of virus
code (947 Bytes), the virus code is written
there and becomes memory resident.
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C:ADOS>DIR
Volume in drive ¢ has no label
Directory of C:\DOS.

NC EXE 3772
SCANDISK EXE 134738
CADOS>NC The PC i3, infected by executing an infected program
C:ADOS>SCANDISK Another BXE files are infected, simply by running
them
C:ADOS>DIR
Volume in drive ¢ has no label
Directory of C:\DOS.
NC EXE 4719
SCANDISK EXE 135685 4————— Note the sizc increase by 947 bytes
__F'ig.i: SCANDISK.EXE infected by parasitic virus
When the virus is memory-resident it
Installation intercept the main DOS interrupt INT 21h,

When an infected program is run the
virus will checks system memory to see
whether the virus is already resident by using
INT 21h functions 62h get program
segments prefix (PSP), by calls INT 21h
with value of 625 in AX register if the virus
is resident the ca!! routine returns a value of
D500 in CX register and processing is
passed to the host code, if not resident it & er
the memory size by decreasing its vafu - by
the value of virus code (947 Bytes), the  irus
code is written there and becomes memory

resident.
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function 4B00h (load and executes) and
function 62h all other cases control is passod
directly to the original INT 21h.

It 2iso hooks INT 24h to prevent the
standard (08 error message while writing to
disks. The

intercepting INT 24h (critical error handler)

write-protecied reason for
is obvious — o' herwise the familiar “Abort,

Retry

whenever the virus tried to infect a program

Ignore “ message would appear

on a write-protected diskette.
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Infection

Virus * 947" infect program wher it
receives a load and execute request (INT
21h, function 4B00h) when such a call is
made(fig.2). The virus code gains controi
and starts by checking whether or not the
target file has the extension EXE, it reads the
first two bytes and checks to sce whether
they are SA4Dh (which represent the ASCII
characters MZ virtually all files in the
executable format start with SA4Dh.

The virus code is wr "en to the end of
a file. In the case of a COM file the irst
three bytes are overwritten with a IMP into
the virus code. EXE files are modified ina
different way by changing the information in
the header including the initial CS and IV
value to value of the address virus code.

As might be expected, The virus
removes the read only attribute beiore
infecting file and restores it after ward.

Detection

The virus has an infect COM file for
only once time but it infect EXE file to many
time. And increasing the size file by 947
bytes.
Call INT 21h function 62h with CX = 00D5h
returns D500h in CX.

Virus“947”Scanning and Cleaning

The program checking files from the
virus by searching the sequence code of
virus and this code as follows:
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E8 00 005E 81 EE03 01 B4 62 B9 D5 00
CD 21 81 F9 00 D5

75 03 F99A 002E 8C 9C B3 04 2E 8C 94
BS 04 2E 89 A4 B7

04 OE 17 8D A4 B3 04

If program found this code it would
display messoge declare that file infects
with virus.

The second part of program includes
cleaning file from virus. First checking
whether the file has extension COM. if it has
it will read the first three bytes of file by
using (INT 21h, function 3D02h, open file
for write/read) and these are starting address
of virus code and then changed to the
original address of program, then deletes par
of virus code by moving the file pointer to
the original end of program by using
(INT 21h. function 4202h, move file pointer)
and all these done after removing read only
atiribute  if file has this attribute and
returning it after doing all that by using (INT
21h, function 4301h ,set/get file attribute).

If fil= has extension EXE the situation
is different because the structure of COM
program is different from EXE. EXE file
consist of header (which contains the value
of some registers are stored there, also the
beginning address of program, and the sizc
of header), the program returns the original
values of header to its positions and then

follows the same steps of COM fille.
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Discusion e

You can only geta virus by executing
an infected program or booting from o+
infected diskette. If the backups of the
infected files are available the safest solution
to remove the virus can be done by booting
your system from a clean diskette and restore
these files from the backups even though it
requires a lot of work if many files are
involved. It is important to keep viruses in
perspective .They are but  one threat to
your data dnd programs.

Conclusions

Through this study it is clear that:
1-The user can detect directly the files
which are infected by the 947 virus
depending on our index for thi: purpose
through noting the increasing in the size of
the files with exe & com extensions after
running the files by DIR command .

References

(1]
(2]

security. 1990,9(1), 25-31.
(3]

Berna rd p.zajac, jr., “computer virus: can they

2- Sometimes the size of the files will

become | too large to fit in memory
which led to stop loading operation , this
point can be taken as agood indicator

that the computer infected by this type ol
virus, so it's necessary to shul down it.
3- The standard DOS error message

“ Abort, Retry, Ignore” will app -ar whenever
the virus tried to infect a program on a write-
protected diskette For that (i~ user inust

keep the disk write - protected 1o prevent
spreading this virus to the disk or other
computers.

4- Increasing the execution lin. .also,
can be taken as another indication of
infection by this virus

which must be taken coclully into
consideration .

5- In future work , the guard program can be
prepared to prevent your PC froni inleciion.

Eugeue. Kaspersky.. “Virus Analyses™, Virus Bulletin, Dec. 1995, 9-14.

he prevented . compulit &

‘Ross M. Greenberg, “ know the viral enemy”, Byte, June 1989, 275-280,

VARE (pdae Sldc QJ_JYI v has ﬁ‘,#as.ll ' | PEVERER I q.l.t‘,._ﬂ Jo gl jale—t

49



JZS (Part A), Vol. 4(1), 2001

G 95 (S0 a4yl
sl $3S31) /apamne dlllibas 5l jgm pda S50} /e Jasbaw! ol
2030l Shlupale Legabs

B ks —)lkand 95 o3y 40

HH

Gaia 480 L3S 5 4 (5 leylh ¢ G 48 [FSalys paile)ls oS &S 4 dalijh S @ Byt pustl
q.i.._i.‘n“.il_}-.:td.,cml_,{_.;a:.:_-au_,guuﬁi}:;@.ﬁu_,u;ugq;ﬂuu_,q~;;ﬁ,=,-451,-d-=-
(59 U B8 susies O 453,18 S

5 A58 Lt B o oS Cuw by (Stas S 5 Ll Glage U e (plpS
G S (S a VY " (5a0 (s e Lol (3aea 5 ek parasitic virus) % (g nh
AiaiSi (Scan & Clean ) Lasliy gy 4h S 0033505 o 4 o Sdeeys 315 Slld oyl

bl | ol Qe | i § yoe
Aibaslinl| daeksr /3game difliis i pu Gghs daske /pmbe Jasbesw! 3 yui
o it gyt e

31yt~ S oaldl

demee el
s o ganladl pLG el Slaal JI gl ¢ e Slasl 4 gabiy b Bylas gu gl
gaaa BIl) e Jansy L by B o0 Y galnll S5 Juag O el y ShaL 3 el
Ll Olawgpill oy Dilofl uanaly GVl y Llojl Sua Go Sl g ol p1 90l 2l Sl J gliss
ol iaad LosS" AEY " LAl Ol il (s siua £ a0 G Galeiesl St «(parasitic virus)
gl ( Scan & Clean ) galiys pady <lliS Dy ¢ Loiadkilll Slhlall J1 S e 980l

RﬂCEiVEd ]J;SJ'IIZG{]G Youu/0/\ & ‘é’j
Accepted 5/9/2000 3 Yoor/A/0 &3 1)S diduds

50



